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© Tomcat 6-7

{Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true" clientAuth="false"

keystoreFile="/usr/local/tomcat/ssl/domain.jks"
keystorePass="password" sslProtocol="TLS" />

© Tomcat 8

{Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true" clientAuth="false"
keystoreFile="/usr/local/tomcat/ssl/domain.jks"
keystorePass="password" ss|Protocol="TLS"
ciphers="TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256. TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256, TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA" />

© Tomcat 8.5 O|A

{Connector port="443" protocol="org.apache.coyote.http11.Http11NioProtocol"
maxThreads="150" SSLEnabled="true" >
{SSLHostConfig hostName="domain.com")>
{Certificate certificateKeystoreFile="/usr/local/tomcat/ssl/domain.jks"
certificateKeystorePassword="password" type="RSA"
ciphers="TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA" />
</SSLHostConfig)
</Connector)
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© Tomcat - PFX(P12)

<Connector port="443" protocol="org.apache.coyote.http11.Http11NioProtocol" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true" clientAuth="false"
keystoreFile="/usr/local/tomcat/ssl/domain.pfx" keystoretype="pkcs12"
keystorePass="password" ssIProtocol="TLS"

ciphers="TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256, TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256, TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA" />
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© Tomcat 8 0|3} - APR

<{Connector port="443" protocol="org.apache.coyote.http11.Http11AprProtocol" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true" clientAuth="false"
SSLCertificateFile="/usr/local/tomcat/ssl/domain.crt"
SSLCertificateKeyFile="/usr/local/tomcat/ssl/domain .key"
SSLCertificateChainFile="/usr/local/tomcat/ssl/chainca.crt"
SSLProtocol="-All +TLSv1.2 +TLSv1.3"
SSLCipherSuite="ECDHE-RSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-

RSA-CHACHA20-POLY1305:DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES256-GCM-SHA384"
SSLHonorCipherOrder="on"/>

© Tomcat 8.5 0|4t - APR

{Connector port="443" protocol="org.apache.coyote.http11.Http11AprProtocol"
maxThreads="150" SSLEnabled="true" >
{SSLHostConfig hostName="domain.com")
<{Certificate certificateFile="/usr/local/tomcat/ssl/domain.crt"
certificateKeyFile="/usr/local/tomcat/ssl/domain.key"
certificateChainFile="/usr/local/tomcat/ssl/chainca.crt" type="RSA"
ciphers="TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_ CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA" />
{/SSLHostConfig>
{/Connector)
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[root@localhost bin]$ /shutdown_sh

[root@localhost bin]$ /startup_sh

2. 4z| =l
1) SSL ZE =l
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[root@localhost bin]$ netstat -naplgrep 443
tcp O 0:0:0:0:443 0:0:0:0:* LISTEN
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2) openssl @302 &9l
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openssl s_client -connect 127.0.0.1:443 | openssl X509 -noout -dates
ZHE| R cwwindowsWwSystem32¥cmd.exe

—

-
[root@certkorea root]# openssl s_client -connect 127.0.0.1:443 | openssl

x509 -noout -dates
GMT

notBefore=May 27 00:00:00 2021
notAfter=Jun 27 23:59:59 2022 GMT
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